Abstract-To secure the communication between web servers there are different methods used to protect the communication and data. Confidentiality in Web communications can be achieved by using an encrypted, secure channel. End to end authentication can be done using routing protocols. To establish a secured channel between two end points , Source authentication, Data integrity and data confidentiality and Protection against replay attack are the security features used. A secured communication is achieved from client to IIS, between the web servers and within web servers. In this paper three methods namely core defense, boundary defense and distributed defense are dealt with in order to secure the communication so that illegal access to data, unauthorized access to data and DDoS attack in a network can be avoided. In order to achieve data integrity, confidentiality and securitythe communication between web servers is secured.
dynamically negotiate session keys, and to provide the required security functions. Algorithms(Advanced Encryption Standard [AES] [5] , [9] Triple Digital Encryption Standard (3DES) protect data in transit, for example through encryption or integrity checks. Secure implementation: The endpoint (client or server) that runs one of these protocols mentioned previously must be free of bugs that could compromise security. Secure operation: Users and operators have to understand the security mechanisms, and how to deal with exceptions.
Enabling end-to-end secure communication between wireless sensor networks and the Internet [2] .
III. PROPOSED SYSTEM
There are three stages of protection. 
is completely transparent to applications because encryption, integrity and authentication services are implemented at the transport level. IPSec provides message confidentiality by encrypting all of the data sent between two computers. It also provides mutual authentication between two computers. The communication to specific IP protocols and TCP/UDP ports can also be restricted. Filters can also be mirrored on two computers. A mirrored filter applies the same rule on client and server computer (with the source and destination addresses reversed).A filter action specifies whether to permit or block the traffic.A rule associates a filter with a filter action.A mirrored policy is one that applies rules to all packets with the exact reverse of the specified source and destination IP addresses. This IPSecurity protocol handles spoofing [10] , eaves dropping , session hijacking. Thus a protection within server and between server and from client to internet server is achieved. Figure.3 shows the three types of protection to secure the data
IV. SECTION

A. Protecting the data from DDoS and worms
Making Use of SYN cookies in the firewall protects the data of web server from DDoS. SYN flooding is the most commonly used DDoS. From the spoofed address the attacker sends a series of TCP SYN packets in this attack. This flood can prevent servers from handling legitimate connection requests.
Figure. 4. A firewall service between two web servers
There exists a Firewall service module which generates SYN -ACK signal as a reply to the other web server's SYN request. This reply has a Cookie in the sequence (SEQ) field of TCP header. This cookie is a MD5 algorithm for authentication of source and destination IP addresses and port numbers. The FWSM receives an ACK from client/web server1 and it authenticates and allows the connection to the server. The FWSM sends its own SYN packet to server. The server replies with an SYN-ACK. The FWSM sends ACK to the server and the connection is built. 
